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With the technical development, the cyber-attack is becoming the latest 
method of attack. The cyber-attack is challenging the traditional notion of 
warfare, even threatening the peace and security of international society. 
However, as the new method of attack, there exists no Lex specialis binding 
to regulate such conducts and there is even no authoritative definit ion of 
cyber-attack. The paper aims to summarize and analyze the problems on 
international law caused by computer cyber-attack. There are four chapters. 
Chapter one researched the legal definition of cyber-attack and 
summarized the legal features and analyzed the major cyber-attack event 
occurred in Estonia, Georgia, Iran and Ukraine. 
Chapter two did some search on the applicability of international 
humanitarian law including the international armed conflict and the 
non-international armed conflict. Besides, the writer analyze that the 
cyber-attack constituted the attack in Geneva convention. 
Chapter three analyzed the Tallinn Manual and suggested the way of 
implement ing of principles of distinction, proportionality. 
Chapter four gave some advices and suggested how to respond to the 
cyber-attack in our country basing on the above research results. 
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第一节  网络攻击的定义和特征 
一、网络攻击的定义 
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